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Fundamentally, training an ML model starts with data. These data describe the desired 
relationship between the ML model inputs and outputs, the latter of which may be implicit 
for unsupervised approaches. Equivalently, these data encode the requirements we wish to 
be embodied in our ML model. Consequently, any assurance argument needs to explicitly 
consider data. 

Although the objective here is to produce data sets for training the model, the guidance 
provided here is also applicable to generating verification data to be used as part of the 
model verification stage (Guidance on model verification is provided in section 2.3.3). 

Stage Input and Output Artefacts 

The key input artefact to the Data Management stage is the set of requirements that the 
model is required to satisfy. These may be informed by verification artefacts produced by 
earlier iterations of the ML lifecycle. The key output artefacts from this stage are data sets: 
there is a combined data set that is used by the development team for training and 
validating the model; there is also a separate verification data set, which can be used by an 
independent verification team. 

Activities 

1. Collection - This data-management activity is concerned with collecting data from an 
originating source. These data may be subsequently enhanced by other activities 
within the Data Management stage. New data may be collected, or a pre-existing 
data set may be re-used (or extended). Data may be obtained from a controlled 
process, or they may arise from observations of an uncontrolled process: this 
process may occur in the real world, or it may occur in a synthetic environment. 

2. Preprocessing – It is assumed here that preprocessing is a one-to-one mapping: it 
adjusts each collected (raw) sample in an appropriate manner. It is often concerned 
with standardising the data in some way, e.g. ensuring all images are of the same 
size [1]. Manual addition of labels to collected samples is another form of 
preprocessing. 

3. Augmentation - Augmentation increases the number of samples in a data set. 
Typically, new samples are derived from existing samples, so augmentation is, 
generally, a one-to-many mapping. Augmentation is often used due to the difficulty 
of collecting observational data (e.g. for reasons of cost or ethics [2]). Augmentation 
can also be used to help instil certain properties in the trained model, e.g. 
robustness to adversarial examples [3]. 

4. Analysis - Analysis may be required to guide aspects of collection and augmentation 
(e.g. to ensure there is an appropriate class balance within the data set). More 
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generally, exploratory analysis is needed to provide assurance that Data 
Management artefacts exhibit the desired properties discussed below. 

Desired Assurance Properties 

From an assurance perspective, the data sets produced during the Data Management stage 
should exhibit the following key properties: 

1. Relevant - This property considers the intersection between the data set and the 
desired behaviour in the intended operational domain. For example, a data set that 
only included German road signs would not be Relevant for a system intended to 
operate on UK roads. 

2. Complete - This property considers the way samples are distributed across the input 
domain and subspaces of it. In particular, it considers whether suitable distributions 
and combinations of features are present. For example, an image data set that 
displayed an inappropriate correlation between image background and type of 
animal would not be complete [4]. 

3. Balanced - This property considers the distribution of features that are included in 
the data set. For classification problems, a key consideration is the balance between 
the number of samples in each class [5]. This property takes an internal perspective; 
it focuses on the data set as an abstract entity. In contrast, the Complete property 
takes an external perspective; it considers the data set within the intended 
operational domain. 

4. Accurate - This property considers how measurement (and measurement-like) issues 
can affect the way that samples reflect the intended operational domain. It covers 
aspects like sensor accuracy and labelling errors [6]. The correctness of data 
collection and preprocessing software is also relevant to this property, as is 
configuration management. 

Methods 

Table 1 provides a summary of the methods that can be applied during each Data 
Management activity in order to achieve the desired assurance properties (desiderata). 
Further details on the methods listed in Table 1 are available in [7]. 
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Table 1 – Assurance methods for data management 

Summary of Approach 

1. Take the requirements that the model is required to satisfy. 
2. Apply appropriate methods in order to undertake each data management activity to 

generate training data that achieves the desired assurance properties whilst 
satisfying the requirements. 

a. Apply appropriate methods for data collection 
b. Apply appropriate methods for preprocessing data 
c. Apply appropriate methods for augmentation of data 
d. Apply appropriate methods for data analysis 

3. Apply appropriate methods in order to undertake each data management activity to 
independently generate verification data that achieves the desired assurance 
properties whilst satisfying the requirements (Guidance on the selection of 
verification data is provided in section 2.3.3)  
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